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ABSTRACT

Support vector machines (SVMs) are widely used for online inference in Al enabled cyber-physical systems (CPS) because
of their strong generalization ability and effectiveness on high-dimensional, nonlinear data. To reduce deployment costs
on edge and end devices and improve service availability, SVM inference is often outsourced to the cloud. However, if
the cloud server is semi- honest or malicious, the messages exchanged during inference may leak sensitive information
about both user inputs and model parameters. In addition, a malicious server may return incorrect or forged inference
results, which can mislead downstream decisions and threaten system security. It is therefore important to develop SVM
inference mechanisms for untrusted cloud environments that provide privacy, verifiability, and efficiency. To this end,
we propose two privacy- preserving inference schemes for adversaries with different capabilities. For the semi-honest
setting, we first propose OPVSVM, an efficient privacy-preserving inference scheme based on secret sharing. OPVSVM
protects user data and intermediate values and reduces computation and communication overhead by optimizing key
inference operators. For malicious cloud servers, we further propose WPVSVM, a verifiable privacy-preserving inference
scheme that sup- ports result verification without revealing sensitive information. Experimental results show that, com-
pared with representative baselines, both OPVSVM and WPVSVM improve runtime efficiency and demonstrate practical

performance for secure cloud-based SVM inference in Al-enabled CPS.

KEYWORDS
privacy-preserving, support vector machine, cloud computing, cyber-physical systems, loT devices

INTRODUCTION

Cyber-physical systems (CPS) are becoming increasingly interconnected, data- intensive, and autonomous.
In domains such as industrial control, smart healthcare, intelligent transportation, and critical infra-
structure, CPS rely heavily on online inference for perception, state estimation, and decision-making.

Among classical machine learning methods, support vector machines (SVMs) remain attractive because of
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their strong generalization ability and effectiveness on high-dimensional, nonlinear data. With the
development of cloud computing infrastructures [1,2], SVM-based inference is increasingly deployed as
a cloud service for CPS applications, including medical decision support, fault diagnosis, traffic event
detection, and financial risk assessment. Particularly under the Machine-Learning-as-a-Service (MLaaS) par-
adigm, a practical commercial separation often exists between the entity owning the model and the entity
providing the computation. Model Providers (MPs), such as healthcare institutions or Al startups, possess
proprietary models and domain expertise but often lack the massively scalable infrastructure required to
serve continuous loT requests. Consequently, MPs outsource the heavy inference computation to commer-
cial public Cloud Servers (CSs). Such deployment enables edge and end devices to access online inference
capabilities without maintaining costly local computing platforms, thereby reducing operational cost
and improving service availability for delay-tolerant CPS applications.

However, outsourcing inference to the cloud also introduces serious privacy and security concerns.
Because CPS operate in a closed loop, cloud inference results may directly affect downstream physical
actions. Once an inference service is monitored or compromised by an untrusted cloud, the impact can
extend beyond data confidentiality to the physical world, potentially causing incorrect control actions,
misdiagnosis, inappropriate treatment, or failures in critical infrastructure. In practical threat models,
the cloud server is typically assumed to be either semi-honest or malicious. A semi-honest server
follows the prescribed protocol but attempts to infer sensitive information from intermediate messages,
where as a malicious server may deviate from the protocol by tampering with inputs, manipulating
the computation, or forging outputs. Under such settings, the inference process may leak both model
parameters and user data, leading to privacy breaches, model theft, and incorrect inference outcomes.
Furthermore, in the MLaaS paradigm, the MP and the CS are separate entities with mutually distrustful in-
terests: the MP wishes to protect its proprietary model parameters from the curious cloud, while the users
wish to protect their private input data. Therefore, secure cloud-based SVM inference for Al-enabled CPS
should provide privacy protection, result integrity, and practical efficiency under real-time and resource
constraints.

Multiple privacy-preserving cloud computing frameworks for SVM have been pro- posed to date [3-9].

However, most existing solutions suffer from computational inefficiency and lack mechanisms for verifying
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inference results. The few schemes that have designed a verification mechanism are also inadequate in
their implementation. The schemes in [3-6] have low efficiency and lack verification mechanisms to detect
malicious cloud servers. [7,8] designed verification for inference results using different methods. However,
both may leak private data (e.g., machine learning model parameters [7] or users’ private information
[8]), thereby endangering data privacy. Although [9] has largely resolved the issues in previous work by
improv- ing efficiency and proposing a secure verification mechanism, it still has significant room for
improvement.

To address the issue of low computational efficiency, we devise a secure out- sourced SVM inference scheme
that significantly enhances computational efficiency. Furthermore, to mitigate potential threats from
malicious cloud servers, we propose a cloud-assisted privacy-preserving verification mechanism. The
contributions of this work are summarized as follows:

* Problem formulation and threat model for Al-enabled CPS inference. We study privacy-preserving
and trustworthy outsourced inference for SVM-based online decision making in Al-enabled CPS, where
cloud inference results can directly affect downstream physical actions. We formalize two practical ad-
versary models: a semi- honest cloud that follows the protocol but attempts to infer sensitive infor-
mation from intermediate messages, and a malicious cloud that may deviate from the protocol by tamper-
ing with inputs or forging outputs.

¢ Efficient privacy-preserving SVM inference under the semi-honest model OPVSVM. We propose OPVSVM,
an efficient outsourced SVM inference scheme built upon secret sharing. By protecting user inputs and
intermediate values and optimizing key operators in the inference pipeline, OPVSVM significantly re-
duces computation and communication overhead while preserving confidentiality.

* Verifiable privacy-preserving SVM inference under the malicious model WPVSVM and evaluation. We
further propose WPVSVM, which augments privacy-preserving inference with a verification mechanism to
detect incorrect or forged inference results without revealing sensitive information. Extensive experi-
ments on MNIST demonstrate that OPVSVM and WPVSVM achieve substantial performance gains over
representative baselines, making them practical building blocks for secure and trustworthy cloud inference

in Al-enabled CPS.
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The paper is structured as follows. Section Il introduces preliminaries, followed by the system and
threat models in Section Ill. Section IV details the core security protocols. Section V describes the
detailed implementation of our inference model. Section VI provides security analysis with formal
proofs. Section VIl discusses the experimental results. Section VIII surveys related work, and Section IX

concludes.

PRELIMINARIES

Notation

We summaries the notation used in this paper in Table 1.

Support Vector Machine

SVM, one of the classical machine learning algorithms, is widely used for inference tasks. Given a training
dataset with H samples, each sample consists of an n-dimensional feature vector x; ; and a corresponding
class label y; j. The core idea of SVM is to classify data by finding an optimal decision boundary (hyper-
plane) that best separates the training samples, with the samples closest to this hyperplane referred to as
support vectors. For cases where the training data is linearly separable, inference can be achieved by
identifying a linear decision boundary. However, when the data is not linearly separable, a kernel function
K(xij,t) can be employed to map the data into a higher-dimensional space where it becomes linearly
separable. Common kernel functions include the exponential kernel and Gaussian kernel, with the Gauss-

ian kernel being particularly versatile. Therefore, this paper utilizes the Gaussian kernel for its broad

applicability.
Table 1. Notations used in this paper
Symbols Descriptions
MP The Model Provider
u User
CS; Cloud Server of ith
m Number of classes
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X; The index collection of support vectors

of ith decision function

[[H1] Share of two-party additive secret sharing
<H> Share of three-party replication secret sharing
[[H]]B,< H >B Share under binary sharing
[[H]]; < H >; The secret sharing shares of the ith user
A A scaling factor
X j The jth support vector of the ith class
b; The ith type of intercept term
L; The label of class i

To address multiclass problems, SVM transforms them into multiple binary inference tasks. There are
two main approaches for this: One-versus-Rest (OVR) and One-versus-One (OVO). The OVR approach re-
quires training k binary classifiers, whereas OVO requires training k(k _ 1)/2 classifiers. For efficiency, we
use the OVR method.

The SVM formulation can be expressed as follows:

i -]
eyl 4 p, )

ML= max Yjex; XijYije
where Xj represents the set of support vector indices for the i-th class. xj,j and yj,j denote the support
vectors and their respective class labels, while aj,j represents the Lagrange multiplier, and bj is the inter-
cept term. The vector tis an n-dimensional feature vector representing the input data to be classified.
Let Cij = ai,jyij. Finally, ML indicates the class label corresponding to the maximum value of the
decision

2
— e~ Mlzi—tll2

function where K(zi;.1) =
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Secret Sharing

Secret sharing is a technique that divides a secret into multiple shares and distributes these shares to
different users, where only with a sufficient number of shares can the secret be reconstructed. The security

of secret sharing primarily relies on mathematical principles, such as polynomial interpolation.

Two-party Addition Secret Sharing

In this paper, [[x]] denotes additive secret sharing over the ring Z2k , where x € Z2k. Operations with k
= 1 are termed binary circuits, while those with larger k are called arithmetic circuits. The secret s is

shared between two participants by splitting it into two shares s1 and s2. To reconstruct s, we compute
s =s1+s2 (mod p).
When computing the sum x + y under secret sharing, the operation can be per- formed locally by

participants through [[x+y]]i = [[x]]i +[[y]]i, followed by reconstructing [[x + y]]i. This method also applies

to subtraction operations.
To perform multiplicative operations, we utilize multiplication triples. A multiplication triple (a, b, ),
where c=a - b, is precomputed during the preprocessing phase. Each participant holds shares of the triple,

denoted as ([[a]]i,[[b]1i,[[c]]i). When computing z = x - y, the following transformation is applied:

z=x+y=x—-—a+a)ly—b+b)=(e+a)(f+b)=ef +eb+ fa+ab (2)

where e = x__a and f = y__b. All participants locally compute [[e]]i and [[f]]i, then reconstruct and

publicly reveal e and f. Subsequently, [[z]]i can be locally computed using the aforementioned formula.

Three-party Replicated Secret Sharing

In this work, we employ a 2-out-of-3 replicated secret sharing scheme. The secret value x is shared among

three cloud servers CSQ,CS1, CS2. Specifically, the ith participant CSjreceives a pair of random values (xj-

1(mod3), Xi+1(mod3)), such that x = x0 +x1 + x2 (mod M). This sharing is denoted as (x/) throughout

the paper.
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For shared values (x) and (y/ , linear operations can be performed non-interactively. The addition of (x/

and (y) is computed as (x,) + (y) := (x1+y1,x2+y2,x3 +y3). Subtraction follows an analogous proce-

dure.

The multiplication between two shares is relatively complex. We can learn:

xy = (xo +x; +x2) (Vo + ¥1 +¥2) (3)

letz=xy =2z0+z1+z2and z0 = x1-yl1+x1-y2+x2-yl1,z1 =x2-y2+x2 -y0 +x0 -y2,2z2=x0"y0
+Xx0 -y1 +x1 -y0. As observed, each participant can only obtain one of these additive terms, where zjis
locally computed by CSij. We execute a re-sharing protocol to enable participants to acquire another
term. First, CSjand CSj+1 pre-share a PRG key to generate identical random values rj j+1 . A 3-out-of-

3 zero-value sharing (a0,a1,a2) is then constructed, where aj = rjj+1 __ ri-1,i. Finally,

zj = zj+ aj is computed by CSj and sent to CSj+1 to create the 2-out-of-3 share

(- y)i-1, (x - y)iv1) = (24, 24-1).

SYSTEM MODEL

This section outlines the system and threat models of the two distinct schemes. In standard secret-shar-
ing literature, it is a common premise to assume that the participating computing servers do not collude.
However, relying on multiple virtual instances hosted by a single commercial Cloud Service Provider (CSP)
renders this assumption vulnerable. A compromised hypervisor or a malicious insider with global adminis-
trative privileges could potentially reconstruct the secret data, creating a single point of failure. To practi-
cally enforce the non-collusion assumption in a real-world deployment, our framework is designed to oper-
ate over a Multi-Cloud Architecture (or Cross-Cloud architecture). Rather than centralizing computation
within one provider, the three computing servers are distributed across distinct, independently operated,
and commercially competing CSPs.

While the broader domain of Cyber-Physical Systems includes high-speed, hard real-time applications (e.g.,

autonomous driving, high-frequency control loops), the cryptographic overhead inherent in secret-sharing-
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based secure inference makes it unsuitable for sub-millisecond physical responses. Therefore, our proposed
framework specifically targets soft real-time and delay-tolerant Al-enabled CPS applications. Typical scenar-
ios include:

Smart Healthcare (Medical Decision Support): Analyzing patient data for disease diagnosis where a delay of
several seconds is clinically acceptable and unnoticeable compared to human diagnostic time.

Industrial Internet of Things (Predictive Maintenance): Periodically evaluating sensor logs to predict equip-

ment wear and tear, where analysis occurs in batches or intervals of seconds to minutes.

Smart Grid (Energy Consumption Analysis): Assessing grid health and user consumption patterns, which
typically tolerate latency in the magnitude of seconds.
In these scenarios, the critical priority is the absolute privacy of user data and model parameters, for which

a trade-off yielding a few seconds of latency is highly practical.

Efficient Privacy-Preserving Inference

Figure 1 illustrates the system model for our efficient privacy-preserving inference model. The model

comprises three entities: The Model Provider (MP), Cloud Servers (CS), and User (U).

Cloud Server 1

Classification
Result Share

m Model Share

Model < User

Provider

Data Share

loud Server 0 Cloud Server 2

Figure 1. System Model for Efficient Privacy-Preserving Inference Framework

1. The Model Provider: MP maintains a pre-trained multi-class SVM classifier and outsources it to CS,

enabling CS to provide secure inference services for U.
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2. User: U takes the samples requiring inference as input and securely obtains the inference results by
submitting computation requests to CS.

3. Cloud Servers: Three non-colluding CSs securely execute the SVM algorithm on the input samples provided
by U, generate shares of the inference result, and distribute them back to U.

The detailed workflow of the inference model is structured as follows:

First, MP protects each model parameter by generating 2-out-of-3 replicated secret-sharing shares, distrib-
uting these shares to CS respectively. This enables CS to collaboratively utilize the SVM model for inference
tasks. Subsequently, U generates 2-out-of-3 replicated secret-sharing shares of the to-be-classified sam-
ple and trans- mits them to CS. CS then jointly execute the SVM algorithm, compute shares of the
inference result, and send them back to U.

In the threat model adopted in this study, we assume all entities are semi-honest. The following types of
attacks are considered: CS may attempt to analyze input data used in the model to collect user private
information and infer SVM model parameters; U might deduce model parameters by analyzing the ob-

tained inference results.

Verifiable Privacy-Preserving Inference

Figure 2 presents the system model of our verifiable privacy-preserving inference model. The model com-

prises three entities: The Model Provider (MP), Cloud Servers (CS), and User (U).

— Kernel Function
Model Parameter Share

Provider —

- Kernel Function

Results Share

Cloud Server 1

Jointly
Compute
Classification
Results

Cloud Server 0 Cloud Server 2

User

Figure 2. System Model for Verifiable Privacy-Preserving Inference Framework
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1. The Model provider: In addition to outsourcing parameters to CS, MP require U to jointly verify the
correctness of the kernel function and compute the inference result.

2. User: In addition to sending the to-be-classified sample to CS, U must also jointly verify the correctness
of the kernel function with MP and compute the inference result.

3. Cloud Servers: CS only needs to compute the kernel function values and transmit the two-party additive
secret-sharing shares of these values to both MP and U.

The detailed workflow of the inference model is structured as follows:

In the preprocessing phase, U sends both the original samples and preprocessed samples along with their
three-party secret shares to CS. MP concurrently transmits three-party secret shares of the kernel func-
tion parameters and their processed versions to CS, while sending two-party secret shares of other SVM
model parameters to U. Upon receiving parameters from MP and samples from U, CS computes kernel
function values, converts the replicated secret sharing kernel values into additive secret sharing format,
and distributes the transformed shares to MP and U respectively. After obtaining the shares from CS,
MP and U jointly verify the correctness of kernel function values to obtain the inference result.

In this established threat model, we assume cloud servers (CS) can be malicious. However, please note
that only non collusive malicious cloud servers are allowed to exist. Furthermore, we consider the
following attack types: CS may attempt to steal user input samples, extract SVM kernel function
parameters, and potentially forge kernel function computation results; U could infer model parameters
through analysis of inference results; MP might deduce users’ input samples from kernel function values to

obtain private information.

BUILDING BLOCKS
This section introduces the security building blocks employed in the protocol, elaborating on their func-

tionalities and operational mechanisms.

Bit2A

In both the comparison function of our outsourcing protocol and the secure compu- tation of kernel

functions, all operations must be performed under Boolean sharing within the Z2 secret sharing domain.
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Since subsequent operations (e.g., dot products) demonstrate higher computational efficiency in arith-
metic circuits, it becomes essential to convert these Boolean shares into arithmetic shares. The Bit2A

conversion is achieved through shared random bits between arithmetic and Boolean circuits [10].

Assuming a random bit r with existing shares [[r]] and [[r]]B (i.e., shares under Boolean circuits), cloud

servers (CS) can securely hide secret bit [[b]]B using [[r]]B and publicly reveal b &@r without information

leakage. Subsequently, the mask [[r]] can be removed from [[b &r]] to recover [[b]].

A2B
A2B [11] performs the inverse function of Bit2A, converting arithmetic shares of x €Z2/into their binary

shares ([[x/—l]]B, [[x0]]1B). An efficient A2B conversion scheme under Replicated Secret Sharing (RSS) was
proposed in [12]. The core idea involves computing x = x0 + x1 + x2 within a binary circuit, where each
xi can generate corresponding deterministic binary shares. Executing this addition circuit produces the
binary shares of x as output.

. [[x,‘]]B, [[xil]] € PRandBitD() The protocol generates a random secret bit shared in F2 and Zg .

* [[x]] ¢ PRandint() The effect of this protocol is to generate a random integer.
e x & Output([[x]]) The effect of this protocol is to decrypt the share and output the plaintext of the
share.

L ([[Xk-1]]B, ..., [[x0]1B) & BitAdd((a), ([[b]]B )) The effect of this protocol is to calculate the k least

significant bits of [[x]] using binary addition.

Algorithm 1: A2B

Input: [[x]]
Output: [[x]]®
fori=0-1—1do:

(118 [ T ] < PRandBitD();
[r]] « 2z 2"+ [[r]]s
[[r]]" < PRandInt();
([
c

ril=2m- [ + [
= Output([[x]] — [[r]])

(xi=a]]’, - [[x0]]") < BitAdd((ci—, -+, co), ([[ri=a]]", - [[rel] "))
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8: return [[xl_l]]B, - [[xo]]B;

Secure Comparison

We implement comparison operations by computing the difference between two operands, where the
comparison result is determined by the sign of the difference.

Since the sign of ring elements can be determined by their most significant bit (MSB)[13], MSB can
thus represent the comparison outcome. As outlined in Algorithm 2, given two operands x and y, the

secret is shared. The cloud server first computes the difference locally [[a]] = [[x]] - [[y]]. Then, it ap-

plies A2B to determine the highest significant bit [[b]]B of [[a]] and subsequently uses Bit2A to convert

[[b]]B to [[b]]. This protocol is applicable to both two-party additive secret sharing shares and three-party

replicated secret sharing shares.

Algorithm 2: Comparison

Input: [[x]], [[y]]

Output: [[b]]

1: Locally compute [[al] = [[x]] — [[¥]];
2: Compute [[b]]® = [[all — 1]]]5;

3: [[p]] « Bit2A([[b]]?);

4: return [[b]];

PROTOCOL
In this section we present each of the two different cloud-based privacy-preserving outsourcing pro-

tocols we propose.

Efficient Privacy-Preserving Inference

We first introduce our efficient privacy-preserving inference model (OPVSVM). First, we elucidate the
secure computation mechanism through which CS computes kernel function values. After completing the
kernel value computation, decision function val- ues for all classes of the sample are calculated based on

these computational results. We then demonstrate how the inference result for this specific sample is
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generated by analyzing these decision function values. Finally, the comprehensive workflow of the entire

inference model is introduced.

Kernel Function

Algorithm 3 elaborates how to compute the kernel function. The function inputs are shares of support
vectors x and shares of the sample t, denoted as (x) and (t)Since our model employs a Gaussian kernel
function, the first step involves computing the difference (h) between (k) and (t). Next, the power part
of the Gaussian kernel (H)is then computed by (h) and the parameter A specified in advance. Subse-
quently, an A2B conversion is applied to transform (H) into its Boolean sharing representation. For each
bit of the Boolean shares, we perform a Bit2A conversion to obtain arithmetic shares (H). Finally, bitwise
exponential operations are performed on these arithmetic shares to obtain the Gaussian kernel function

shares [13].

Algorithm 3: Kernel

Input: <x>,<t>
Output: < Kernel >
<h>=<x>-<t>
< H >=< h >X< h >X (=1);
< Hy>B, -, <H_; >« A2B(< H >);
fori=0-1—-1do
< H; >« Bit2A(< H; >5);
< Kernel >« [['Z3(< H; >x 2L + 1-< H; >);

N o o B WWN

return < Kernel >;

Secure Data Reading

To conceal inference results during max-class identification, we devise a secure data retrieval protocol
that enables private access to target data through secret-shared position indices. Given a secret-shared
array [[L]] and secret-shared target index [[b[m-1]]], the protocol proceeds as follows: First, apply A2B
conversion to decompose [[b[m-1]]] into its bitwise representation, ensuring exactly one bit position
contains 1. Subsequently, transform these bits into a bit vector via Demux function, which significantly

enhances computational efficiency in secure computation frameworks. Finally, perform element-wise se-
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cure multiplication between the bit vector and array [[L]], accumulating the results through iterative se-
cure multiplications to obtain the desired value. [[L]] ¢ Demux([[b[m-1]I-1]]B, . . ., [[b[m-1]0]]B) The

effect of this protocol is to convert data in bit-decomposition format into bit-vector form [14].

Algorithm 4: SecRead

Input: [[L]], [[b[m — 1]]]

Output: [[Lyax]]

1: ([[blm — 1]17, -+, [[b[m — 1],_4]1%) « A2B([[b[m — 1]]]);
2: [bitv] = Demux([b[m — 1];-4]1%, -+, [b[m — 1],]%);
3: [Lingx] = 0;

4: fori=0—-1—-1do
5

6

[Limax] = [Lmax] + [bitv;] = [L;];
: return [[Limaxl];

Maximum-class Identification

Algorithm 5 delineates the procedure for obtaining the final inference result. The input to this algorithm

is the shares of decision function values (Dj) and class labels (Lj) for the unclassified sample across.

Generate two blinded arrays (a/ and (b) of length m. Initially, pairwise comparisons are performed be-
tween the decision function values of different classes, specifically comparing (Dj) and (Dj+1,) itera-
tively. By invoking the secure comparison function, only the share form of the result (a[i]) is returned
without revealing the actual com- parison outcome. The computationof (a[il) - (Di) +1__ (alil) .)- (Di+1
) enables (Dj+1,) to be dynamically updated with the maximum value between (Dj) and (Di+1, .
Con- currently, (b[i + 1]) stores the index of the larger value. After iterating through all classes, (

b[m],) contains the index corresponding to the class with the maximum deci- sion function value. The label

of this maximum class is ultimately retrieved based on the stored index.

Algorithm 5: ASSSortMax

Input: <D > <L>
Output: < L4y >
1: Setsvectors < a >and < b > of length m;
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2: fori=0->m—2do

3: < a[i] >« Comparison(< D; >,< D;y1 >);

4: < Diyq >=<D; >x< afi] > +< D;yq >x< ali+ 1] >;
5: <bli+1]>=ix<ali]>+({+1)x(A-<a[i] >);

6: < Ljgx >« SecRead(< L >,< b[m — 1] >);
7: return < Loy >;
Complete Algorithm

This section delineates the complete workflow of our efficient privacy-preserving infer- ence model. Prior
to initiating the algorithm, U is assumed to possess the unclassified sample t, while MP maintains the
complete multi-class SVM classifier parameters such as Cj,j, bi, xj,j, Li. Initially, U and MP convert all
data into three-party repli- cated secret shares and transmit them to the CS. After CS receives all
parameters, it iterates through all categories and their corresponding support vectors, invokes the Kernel
function to compute the corresponding kernel values. Utilizing these kernel val- ues, CS then calculates the
decision function value Dj for each class regarding sample t. Ultimately, the system securely identifies the

label corresponding to the maximum decision function value, which constitutes the final inference result.

Verifiable Privacy-Preserving Inference

We propose validated privacy preserving inference model in the presence of verifica- tion mechanisms for
possible malicious cloud servers. The kernel function part of the protocol are the same as in Algorithm
3. The maximum-class identification compo- nent of the protocol is demonstrated in the Algorithm 7.
The main difference from the previous maximum-class identification protocol is that all operations are

performed using two-party secret sharing instead of three-party secret sharing.

Algorithm 6: OPVSVM

Input: Uinputst, MPinputs C;j, by, x;j, L;

Output: <L >

1: U generates sharing <t >;

2: <t>-CS;

3: MP generates sharing < x;; >, < (3 >, < b; >, < L; >;
4: < x;;>,<Cij><b;><L;>>CS;

5: CS:fori=0->m—1do

6

: forj=0-s;do
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7: <k;j>=Kernel(< x;j >, <t >);

8: fori=0->m—1do

9: <Dy >=3_<Cyj >X<kij>+< by >;
10: <L >=ASSSortMax(< D; >,< L; >);

11: return <L >;

Algorithm 7: RSSSortMax
Input: [[D]], [[L]]

Output: [[Layl]
1: Sets vectors [[a]] and [[b]] of length m;

2: fori=0->m—2do

3: [[a[i]]] « Comparison([[D;]], [[Di+1]1D):

[(D2411] = [[D:1] x [[alil]] + [[Ds411] x [[ali + 11]]:
|6l + 11| = i x [[ald]]] + (i + D x (1 = [[alil]D:

: [[Lmax]] < SeCRead([[L]]' [[b[m - 1]]])’
: return [[Lyaxll;

e

wn

NOoO

Decision Function
Algorithm 8 implements decision function computation for the i-th class while con- currently conduct-
ing malicious cloud server verification. The inputs are blinded kernel function values [[K ]] and non-blinded

kernel function values [[K]]. First, validate whether ([[kj;]] x [L_e"]]+[[k,-’,j]])! = 0 holds. If the condition is

violated, malicious cloud servers are detected. Upon successful validation, the decision function value for

the i-th class is computed and output.

Algorithm 8: Decision
nput: [[k; 1], [[ki ;1]
Output: [[D;]]

1: forj=0 - s;do

2. if ([[ky 1] % [[—e™"1] + [[k};1])! = O then:
3: return [[D;]] = 0;

4: [[D{]] = ZTo[[C: ;1] x [[ki ;1] + [[b:1]:

5: return [[Di]];
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Complete Algorithm
We maintain the assumption that U possesses the sample t and MP holds the SVM model parameters.

Initially, U generates a blinding factor r to produce the blinded sample t' . Shares (t/, ﬁ/) ,and [[_€']]

are generated and distributed to CS and MP according to the procedure outlined in Algorithm 10. Upon
receiving r, MP blinds the

support vectors and transmits shares of the original xj,j and blinded x; j to CS, while sending shares of
other parameters to U.

Subsequently, U and MP interactively execute decision function evaluation and perform adversarial
verification on cloud servers, finally obtaining the inference result through secure computation protocols
that maintain privacy-preserving properties during collaborative verification. The detailed workflow is

specified in Algorithm 9.

SECURITY ANALYSIS

In our model, many building blocks are used to ensure the security of the protocol. Therefore, to
establish the security of the protocol, we first need to prove the security of our building blocks. Since the
security of the components we use, such as A2B and Bit2A, has already been proven in previous work, we
do not repeat the security proofs for these existing components.

The maximume-class identification module operates on secret-shared representations of decision function
values. The protocol executes secure pairwise comparisons between adjacent decision values ([[Di]] and
[[Di+1]]) in sequence. After each comparison, [[Dj+1]] is updated to retain the greater value while re-
cording the corresponding class index in array b. Upon completing all comparisons, the final decision value

represents the maximum value, with the last entry in b containing the index of the identified maximum
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class. The identification result is then derived from this index. Throughout this process, all decision val-
ues, intermediate comparison results, the maximum value, and class indices remain protected under the

simulation-based security framework, thereby achieving provable security.

Algorithm 8: WPVSVM

Input: Uinputst, MPinputs C;j, by, x;j, L;
Output: [L]
1: Urandomly chooses r;
2: t'=txr;
: Generatessharing<t >, <t >, [[—erz]];
. <t><t'>-CS;r,[-e”] - MP;

MP: xi,'j = xl"j X1r;

3
4
5
6: Generates sharing < x; ; >, < x{; >, I¢C: ;] b1, IL;1;
7: <xp;>,<xi;>>CS, [C;], ], [L] - U:

8: CS:fori=0->m—1do

9 forj=0-s;do

10:  <k;; >=Kernel(< x;; >, < t>),< k;; >= Kernel(< x;;' >, < t' >);
11: <kgj><ky">> U;

12: <k > <k > [ki;] [ki;'];

13: [ky ], [k:i;'] - U, MP:

14: fori=0-m—1do

15:  [D;] = Decision([[k; ;] [ki;']):

16: if [D;] == 0 then

17: return false;

18: [Lyygx] = RSSSortMax([D], [L]);

19: return [Loaxl;

In our designed verification mechanism, U and MP first send two different parameters (one blinded and
one non-blinded) to CS. CS cannot distinguish which parameter is blinded from the received data, thereby

ensuring that the blinded parameters are not acquired by CS. When computing the kernel functions,

CS will separately generate the non-blinded kernel function kij,j ,and the blinded kernel function k,-’,j

, as shown below:
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2
ki = e~ Ml

2
k{'] — e—l-”xi'j*r—t*rnz — kl’J " erZ (4)

Therefore, we only need to verify whether kf ;! = ki,j *el to determine the correct- ness of the obtained

results. In this process, all parameters and intermediate values are computed in the form of secret shares,
effectively ensuring the privacy of the data. In our efficient privacy-preserving inference model, all com-
putational processes are executed on cloud servers. From the perspective of each cloud server, input param-
eters and intermediate values during computation remain in secret-shared form throughout,

where the security of the protocol is guaranteed by the security properties of Replicated Secret Sharing
(RSS).

For the verifiable privacy-preserving inference model, the protocol first securely computes kernel func-
tion values in the cloud. This step’s security is similarly ensured by the RSS scheme. After converting the
kernel function values to additive secret- sharing format, the subsequent processes for securely obtaining
inference results by participants U and MP are protected by the security guarantees of two-party additive

secret sharing.

EVALUATION

In this section, we evaluate the performance of our proposed system in terms of communication overhead

and time overhead by comparing it with other schemes.

Initialisation

Our experiments were conducted on a Ubuntu-based desktop computer equipped with an Intel core i7-
11700K CPU 3.60GHzx4 and 64-GB RAM. We evaluated the performance of the program based on the
MNIST dataset. We implemented a proof-of-concept prototype. The evaluation on the MNIST dataset vali-
dates the fundamental correctness and establishes a baseline for the cryptographic overhead of our secure

SVM inference scheme. While CPS domains encompass highly diverse and complex data structures, we uti-
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lize the MNIST dataset in this section as a standard, widely-recognized cryptographic benchmark. This ap-
proach allows us to isolate and evaluate the computational and communication overhead introduced by
our secure multiparty computation protocols, rather than the predictive capacity of the SVM model itself.
The MNIST dataset is a dataset extensively used in image inference tasks, particularly holding significant
importance in the field of handwritten digit recognition. Comprising 60,000 training images and 10,000
test images, each sample is a 28x28 pixel grayscale image representing handwritten digits from 0 to 9. The
dataset originates from U.S. postal code forms across various regions, having undergone normalization
and noise reduction processes to ensure image clarity and standardization.

Our implementation leverages the MP-SPDZ framework, an open-source plat- form supporting multi-party
computation (MPC) protocols. This framework provides a comprehensive benchmarking suite for secure
programs through its integration of generic MPC primitives.

We compare the two proposed schemes, WPVSVM and OPVSVM, with recently proposed privacy-preserv-
ing machine learning prediction schemes, respectively. Where WPVSVM is compared with PVSSVM [9]

and OPVSVM is compared with OSSVM[15].

Computational Overhead

We will investigate the impact of these two aspects on computational overhead by changing both the
feature dimensions of support vectors and the training set sizes. Employing the control variable method,
we first vary the feature dimensions from 50 to 250 (while keeping the training set size fixed at 200) to
compare the computational overhead between our scheme and the comparison scheme under increasing
feature dimensions. Subsequently, we adjust the training set sizes from 200 to 1000 (while maintaining

the feature dimensions constant at 50) to perform comparative analysis with the comparison scheme.
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Figure 4. Computational overhead of IRGen

For our OPVSVM, the evaluation will be conducted in two phases: the Decision Func- tion Generation phase
(DFGen) and the Inference Result Generation phase (IRGen). As shown in Figure 3 and 4, the computational
overhead of both schemes increases with feature dimension growth, yet our scheme demonstrates signif-
icantly lower overhead compared to OSSVM. For instance, with a training set size of 200 samples and
feature dimension of 50, OSSVM requires 5.515 seconds to identify the maximum-class category, where

as OPVSVM completes this process in merely 0.016 seconds. Figure 3 and 4 also illustrate the comparative
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computational overhead between OPVSVM and OSSVM under increasing training set sizes, where

OPVSVM consistently exhibits superior efficiency.
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WPVSVM

We divide WPVSVM into three phases: the Decision Function Generation phase (DFGen) and Inference
Result Generation phase (IRGen) shared with OPVSVM, along with a newly introduced Result Verifica-
tion phase (VerGen). Figure 5 demon- strates the computational advantages of our DFGen phase. While

PVSSVM employs Shamir’s secret sharing, our approach uses three-party replicated secret sharing under
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the three-cloud model, which exhibits significant computational advantages during dot product oper-

ations. Figure 6 illustrates the IRGen phase, while Figure 7 compares the
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Figure 7. Computational overhead of VerGen

VerGen phase. With fixed input feature dimensions of 50 and a training set size of 400, PVSSVM
consumes 94.78 seconds in DFGen and 2.05958 seconds in VerGen. In contrast, WPVSVM requires only

41.988 seconds for DFGen and 0.00011 seconds for VerGen.

Communication Overhead

The communication cost of our proposed scheme primarily stems from distributing shared data, which
becomes particularly pronounced under large-scale datasets and high-dimensional features. Figure 8,9
and 10 demonstrate different phases communication overhead of our two protocols under varying input
data quantities and feature dimensions. It is evident that our communication overhead grows with both
increasing feature dimensions and input data quantities, but exhibits significantly faster growth rates
with the latter. This indicates that data quantity exerts a more dominant influ- ence on communication
costs in our scheme. Furthermore, the communication cost incurred during the lookup phase solely

depends on the input data quantity and remains independent of feature dimension size.
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RELATED WORK

In privacy-preserving machine learning, researchers have developed various schemes to protect sensitive data
during Support Vector Machine (SVM) inference processes, with applications in medical diagnosis [16-19],
image recognition [20-22], financial analysis [23-[25], and text recognition [26-29]. For instance, in the med-
ical diagnosis domain [30-32], these schemes [33-36] protect users’ health information. Early work focused
on training SVM classifiers in distributed environments where training samples were partitioned across
mutually distrustful par- ties. These protocols enabled collaborative classifier construction without dis-
closing local data [37-38]. During inference, participants holding partial classifier parame- ters jointly
computed decision functions to output results. Yu et al.[37] and Hu et al.[38] investigated privacy-
preserving SVM inference for horizontally and vertically partitioned data, respectively.

Cloud computing has emerged as the dominant trend for future data service out- sourcing due to its
elimination of high operational costs and expensive hardware procurement. However, the incomplete
trustworthiness of third-party cloud service providers makes preventing privacy data leakage a critical
challenge. Zhu et al. [39] proposed a medical data privacy-preserving scheme, enabling cloud servers to
per- form inference computations on blinded datas while restricting participants to partial blinded data
access. Xie et al. [15] designed a two-cloud non-collaborative privacy- preserving online diagnostic sys-
tem, randomly partition SVM parameters, user inputs, and diagnostic results across two servers, ensuring
neither server obtains complete information. Zhang et al. [40] developed a multi-class linear SVM online
diagnostic system, but its maximum decision function search process risks exposing access pat- terns,
resulting in insufficient protection of inference results. Compared to the above schemes, OPVSVM
achieves complete protection of data privacy while optimising model performance and improving re-

sponse efficiency.
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The above schemes are primarily designed under the assumption of semi-honest cloud servers. However,
real-world scenarios often involve malicious cloud servers. To address potential output tampering by ma-
licious servers, verification mechanisms can be incorporated to ensure the correctness and integrity of
results. Liang et al. [4] implemented SVM inference using OPE, though this approach risks exposing sen-
sitive data ordering patterns. Lei et al. [9] used the method of adding labels to the data in the inference
process to propose a corresponding mechanism for validating the inference results based on improved
efficiency. Unlike prior schemes, our scheme can both ensure the computational efficiency and complete
the validation of the inference results on the basis of data security. Unlike previous schemes, the
verification mechanism of WPVSVM balances privacy and efficiency both without the risk of data
leakage [4] and without the use of polynomial interpolation [9], which is a relatively time- consuming

verification method.

CONCLUSION

In this paper, we first present OPVSVM, an efficient privacy-preserving inference model that achieves
exceptional operational efficiency while maintaining rigorous security guarantees. Additionally, we pro-
pose WPVSVM, a verifiable privacy-preserving inference model incorporating verification mechanisms to
effectively address malicious cloud server scenarios and validate result authenticity. From a practical
implementation standpoint, we adopt replicated secret sharing technology to instantiate our frame-
work. Furthermore, our secure maximum-class identification function executes inference procedures
with O(n) time complexity without introducing information leakage. Experimental evaluations demon-
strate that both models exhibit superior performance compared to schemes in the same type. While our
baseline evaluation on MNIST confirms the theoretical efficiency of the proposed framework, we acknowledge
that it does not fully represent the high-dimensional, time-series, or heterogeneous data typical in actual Al-
enabled CPS (such as smart healthcare or critical infrastructure). Therefore, a critical direction for our future
work involves deploying and benchmarking the framework using domain-specific datasets (e.g., real-time med-
ical sensor data or industrial control logs) to rigorously evaluate its practical real-time performance and scala-

bility under strict CPS constraints.
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