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ABSTRACT

With the rapid development of deep learning, Deep Neural Networks (DNNs) have been widely applied in various fields,
including intelligent visual inspection in textile industrial manufacturing. However, current DNNs still face the challenge
of adversarial examples (AEs). According to the information that the researcher can obtain, AEs can be categorized into
three types: white-box, score-based black-box, and hard-label black-box. Among them, hard-label black-box AEs are
recognized as the most meaningful and practical. Currently, most researches on AEs target image models, there are
relatively few researches on video models. To close this gap, we improve the original Monte Carlo algorithm and
innovatively propose a hard-label black-box adversarial example generation algorithm for video models, called VDA.
Extensive experiments show that, compared to the algorithm based on the original Monte Carlo, VDA can improve
success rate by nearly 6 times under the same conditions. This research provides a new perspective for evaluating the

security of video-based monitoring systems in the textile industry.

KEYWORDS

adversarial examples, hard-label, black-box, video models, textile intelligent monitoring

INTRODUCTION

In recent years, Deep Neural Networks (DNNs) have demonstrated outstanding performance in numerous
video-related tasks, such as video recognition, video caption generation, and video segmentation [1,2]. In
the modern textile industry, these video-based tasks are increasingly utilized for real-time production
monitoring and worker safety analysis. However, relevant studies indicate that DNNs are vulnerable to
adversarial examples (AEs). These AEs are typically generated by introducing perturbation into the original

video that is imperceptible to humans but capable of altering the neural network's classification results [3].
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This has raised concerns about the future applicability of DNNs in video-related fields, especially in
industrial scenarios where reliability is paramount. Essentially, AEs expose potential security vulnerabilities
of DNNs, which restricts the application prospects of DNNs in the security-critical fields. Therefore, an
in-depth study of adversarial example generation algorithms can help researchers find the vulnerabilities of
DNNs proactively so that they can take some measures (such as adversarial training) to enhance the
security of DNNs, which is significantly important for improving the robustness of DNNs. Consequently, an
increasing number of studies have focused on adversarial example generation algorithms [4,5].

To generate high-quality AEs, the process of adding perturbations to clean samples usually needs to test the
DNNs-based model (also called the victim model or the target model) iteratively so that the perturbation
sampling strategy can be adjusted dynamically according to the target model’s output. To date, research on
adversarial examples against image models has been relatively extensive. Based on the level of information
available to researchers, adversarial example generation can be categorized into three types: white-box
setting, score-based black-box setting, and hard-label black-box setting. In white-box setting, researchers
possess complete information about the target model, including network architecture, model parameters,
classification labels, and confidence scores. Under these conditions, the adversarial sample generation
problem is typically transformed into an optimization problem. Solutions involve regularizing the
misclassification loss function [6] or converting its dual problem into a constrained optimization problem.
FGSM [7] is a first-order adversarial example generation algorithm that generates adversarial examples by
maximizing the classification loss along the gradient direction. Similar to FGSM, PGD [8] is also an iterative
adversarial example generation algorithm considered the strongest first-order adversarial example
generation method, confining adversarial examples to a spherical space centered on the original sample
with radius ¢. The C&W adversarial example generation method transforms the adversarial example
generation problem into an optimization problem and generates AEs by solving this problem under
constrained conditions. In score-based black-box setting, researchers only obtain the classification labels
and confidence scores of the targeted model, without access to its network architecture or parameters.
Gradient estimation is performed based on confidence scores during adversarial sample generation [9].
Chen et al. [10] employed the FD algorithm for gradient estimation. To accelerate gradient estimation,
Bhagoiji et al. [9] optimized FD using dimension reduction techniques. To date, NES is considered the fastest
gradient estimation algorithm, utilized by llyas et al. [11] to minimize model queries. In hard-label black-box
setting, researchers only receive the target model's classification labels, HSJA [12] employs a
sampling-based Monte Carlo algorithm for gradient estimation. Additional algorithms, such as QEBA [13]
and NonlLinear-BA [14], investigate the impact of low-dimensional space sampling on sampling efficiency.
Among these three types, hard-label black-box setting is considered the most practical yet challenging. In
real-world applications, commercial models like Megvii Face++ and Microsoft Azure only return

classification labels to users, preventing researchers from accessing their network architectures, model
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parameters, or confidence scores. Currently, most adversarial example generation algorithms focus on
image models [12]. Regarding video models, only a few studies exist on white-box setting and score-based
black-box setting, and few hard-label black-box adversarial example generation algorithms for video models
[15,16]. To fill this gap, we innovatively propose a hard-label black-box adversarial example generation
algorithm, VDA. During algorithm design, we encountered several challenges:

(1) Compared to two-dimensional static images, videos typically possess four dimensions, resulting in a
larger exploration space. This makes identifying effective perturbation during iterative process more
challenging.

(2) While gradient estimation algorithms have been applied to video adversarial example generation, they
are exclusively tailored for white-box setting or score-based black-box setting. Efficient gradient estimation
for hard-label video black-box adversarial example generation remains a challenge, with no existing
research addressing this.

This paper improves upon the Monte Carlo algorithm, innovatively proposing a hard-label video model
black-box adversarial example generation algorithm, VDA. Experimental results demonstrate that under
equivalent conditions, VDA achieves nearly tenfold improvement in adversarial example generation

effectiveness compared to the original Monte Carlo algorithm.

VDA

We denote a video model by G(x,8):RV""“ 5 R*, where x is the input video, 6 are the
parameters of model, and K is the number of classes of model G . Meanwhile, N. H. W. C
denotes the frame number, frame height, frame width, and number of channels of the video, respectively.
The goal of adversarial example generation is to introduce perturbation imperceptible to human vision

onto the original video sample x, thereby generating an adversarial video sample x,, that causes the
model to misclassify it, ie., G(x,.0)=y, .Here, vy, #y . To ensure x and x, are visually
indistinguishable, researchers typically confine x,, to a spherical space centered atx with radius ¢, ,

ie, |lx, —x| <e,, For subsequent discussion, we next define the discriminator function D and the

adv

sign function o:

D(x)=S(x), —max[S(x),,, ] (1)
|1 D(x)=0
p(x) = {_1 D) <0 (2)

Where S(x), denotes the confidence score corresponding to the sample x being classified as category
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vy . In score-based black-box setting, researchers can simultaneously obtain the values of both the
discriminator function D and the sign function ¢ . However, in hard-label black-box setting, researchers

can only obtain the value of the sign function .

The overall workflow of the VDA algorithm is illustrated in Figure 1. Here, x“_ , denotes the adversarial

video generated by the algorithm at the ¢ iteration, x,,, is the boundary adversarial video x”_,
projected onto the classification boundary, and x,, is the target video. In the initial phase, the researcher
selects two videos , x,. and x, , with corresponding labels y , and y . The objective is to
progressively reduce the distance between x,. and x, while preserving the classification label y_,

of x,. . When the distance diminishes sufficiently, x,. and x, become visually indistinguishable.

Specifically, the researcher repeats the following steps until the distance between x“ , and x,, is below a
specified threshold:

1) Projection. Using a binary search algorithm, project x“  onto the classification boundaries of
adv

xY . and x,,yielding the boundary adversarial video:
O
X adve = O X 4y + (1 - a).xfgt (3)

where « isthe parameter for binary search.

Xagy . Xtaqy . Xagy N Xt)gy

LX),

X®agvp , XOagyp :'-, / Xaavp ' /

@ (b) (c) (d)

Figure 1. Framework of VDA

(2) Gradient estimation. Perform gradient estimation near x“_,, to compute the direction of movement
of xY .. In the field of image model adversarial example generation, Monte Carlo algorithms are

predominantly used for gradient estimation:

1 & ,
= P i + Spr)o (4)

g:
Nk:]

i -_& (5)
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where ¢ s afixed constant, and u is the sampling perturbation.

In practice, we found that the original Monte Carlo algorithm is relatively inefficient. The primary reasons
for this inefficiency lie in the following two aspects.

First, the algorithm only performs a qualitative analysis of perturbation based on the sign function ¢, that
is, assigning 1 to valid perturbation and -1 to invalid perturbation. This approach becomes inefficient when
dealing with high-dimensional data.

Second, the original Monte Carlo algorithm updates samples using the unit gradient vector i,. This
approach fails to fully leverage the original gradient information. In practice, we observe that as the number
of iterations increases, the gap between x“, and x, narrows, and gradient estimation is also

increasingly difficult. Consequently, ||g|| becomes smaller. From this perspective, the magnitude of | g||

simultaneously indicates the stage of the iterations, yet the normalized i

. ignores this critical information.

To address these shortcomings, we improve the original Monte Carlo algorithm:

_Jw Dx)=20
p) = {—w D(x)<0 (©)
g= %Zp(x”)m + ) (7)

Compared to the original algorithm, we first employed a weight function p to replace the original symbol
function ¢ , enabling quantitative assessment of sampling perturbation u through Equation (7).
Furthermore, we omitted normalization of g after gradient estimation to preserve its inherent original

information || g||.

(t+1)
adv *

(3) Update. Move x(‘)advbalong the direction calculated in step 2) to obtain a new adversarial video x

If using the original Monte Carlo algorithm, the following equation should be used during the update:
x(prl)adv = x(t)advb + n.ig (8)

where 7 is the step size and i, is the normalized gradient vector. However, this update method does

not fully leverage the inherent magnitude variation information within the estimated gradient g.

Therefore, we employ the following improved equation for sample updates:

x(t+l) )

advb +77.g (9)

— 4
adv = X
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Compared to Equation (8), Equation (9) utilizes the original estimated gradient g instead of the

normalized gradient vector i, . As the number of iterations increases, the distance between x“_, and

X, diminishes, and || g|| also decreases. Consequently, g undergoes adaptive adjustment based on the
magnitude of || g|| at different stages of the iterations, effectively accommodating variations in the

adversarial example generation process and enhancing the efficiency of updating adversarial examples.

(t+1) (t)

As shown in Figure 1, the distance between x™"’ = and x, issmaller thanthat between x“ , and x, .

Therefore, as the number of iterations increases, the new adversarial video gradually approaches x,,,

while its classification label remains y_, . This ultimately achieves the adversarial example generation

effect. It is worth noting that if the algorithm is executed for the first time, wu should set x,,. = x*_, .

EXPERIMENTS

Experimental Settings

We employed the human motion recognition dataset HMDB-51 [17] and the video recognition model C3D
[18] as our evaluation dataset and model, respectively. HMDB-51 is a human motion recognition dataset
and one of the most widely used datasets in the field of video recognition models. It comprises 7,000 videos
across 51 categories, with 70% allocated to the training set and 30% to the test set. In our experiments,
video dimensions were uniformly adjusted to 16x3x112x112.The C3D model learns spatio-temporal
features through 3D convolutional layers and is widely recognized as the standard benchmark for video
recognition models. Drawing inspiration from the evaluation metrics used in HSJA [12] (S&P) and QEBA [13]
(CVPR) for hard-label black-box adversarial example generation on image models, we employ the following
metrics to assess VDA's performance:

(1) Mean Squared Error Distance (MSE): The mean squared error distance between the original target video
and the adversarial video, indicating the magnitude of perturbation. A smaller MSE indicates greater
similarity between the adversarial video and the target video, signifying better adversarial example
generation performance.

(2) Success Rate (SRT): which is the ratio of successful adversarial videos to all test videos. The MSE and
model queries of these successful adversarial videos are below specific thresholds respectively. The higher
the SRT is, the more efficient the algorithm is. In our experiments, the maximum model queries are set to
400,000, while the maximum MSE could be set to different values depending on different experiments.

(3) Mean Query Numbers (MQN): which is the average model queries of all successful adversarial videos.
The lower the MQN is, the better the algorithm is.

It should be noted that successful adversarial videos refer to those that cause the target model to
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misclassify. Such videos may contain perturbations of varying magnitudes. We drew inspiration from the
design of VBAD[16]—the first score-based video model black-box adversarial example generation algorithm
(published at ACM MM)—when designing the comparative algorithm. Specifically, while preserving other
components of VDA, we integrated the original Monte Carlo algorithm into the VDA architecture to form a
variant called IMC-VDA. It should be noted that HSJA also employs the original Monte Carlo algorithm, so in
our experiments, HSJA and IMC-VDA exhibit identical performance. Subsequent experiments will evaluate

the performance differences between VDA and IMC-VDA.

Results and Analysis

Figure 2 illustrates the comparative vision effectiveness of VDA and IMC-VDA. The first and second rows
display the original videos labeled as “punch” and “sword exercise,” respectively. In the experiment, the first
row serves as the source video and the second row as the target video. The adversarial example generation
aims to visually align the source video with the target video, while keeping the label of the source video
unchanged. This process can also be interpreted as subtly incorporating features from the first row into the
second row—without triggering perceptible visual differences to humans—thereby changing the second
row's label (“sword exercise”) to match the first row's (“punch”). The third and fourth rows in the figure are
generated adversarial videos, both classified as “punch.” The third row is an adversarial video generated by
the VDA algorithm after 20,722 model queries, with an MSE distance of 31 from the original target video.
The fourth row shows an adversarial video generated by the IMC-VDA algorithm after 401,796 model
queries, with an MSE distance of 146 from the original target video. It is evident that the VDA generates
high-quality adversarial videos imperceptible to the human eye with minimal queries. Its model queries are
only 5% of IMC-VDA's, yet its effectiveness is nearly five times that of IMC-VDA. Compared to VDA, IMC-VDA
requires nearly 20 times more model queries yet produces adversarial videos of poor quality, where the
source video's traces are even visually discernible. It is evident that VDA significantly outperforms IMC-VDA
in both performance and speed. Due to space constraints, the videos in the figure are sampled every 4

frames starting from the first frame.
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Figure 2. Vision effect

Figure 3 illustrates the MSE variation with model queries increasing for both algorithms. As shown, VDA
rapidly reduces MSE to 60 within 20,000 model queries and ultimately optimizes it to 18. In contrast,
IMC-VDA only achieves an MSE of 191 within 20,000 model queries and ultimately optimizes it to 138. It is

evident that VDA achieves an optimization effect nearly 7.6 times greater than IMC-VDA.

— VDA
2501 —— IMC-VDA
2001

" 150

s
100-

50-

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0
Queries ( X 100K)

Figure 3. MSE
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Figure 4 depicts the success rate when the MSE threshold is set to 25. As shown, VDA rapidly achieves a

68% success rate within 40,000 model accesses, while IMC-VDA remains at 0%. VDA ultimately reaches a

95% success rate, compared to IMC-VDA's 16%—a nearly 6-fold difference.

© o o9
5 o @

Success Rate

o
(N}

o
o

— VDA
— IMC-VDA

/_/_

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

Queries ( X 100K)

Figure 4. SRT when MSE=25

To further compare success rates under different MSE thresholds, we summarize the results in Figure 5.

Figure 5 reveals that only VDA succeeds at MSE 10. Similarly, only VDA succeeds at MSE 15 with 250,000

model accesses. Although IMC-VDA succeeds at MSE 15 with 350,000 model accesses, its success rate is

only 5%, far below VDA's 42%. When MSE is 20, both VDA and IMC-VDA succeeded, but VDA's success rate

was at least 15 times that of IMC-VDA. At MSE 25, VDA's success rate was 7 to 18 times that of IMC-VDA.
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Figure 5. SRT on different MSE=25: (a)MSE=10,Queries=150K; (b)MSE=10,Queries=250K; (c)MSE=10,Queries=350K;
(d)MSE=15,Queries=150K; (e)MSE=15,Queries=250K; (f)MSE=15,Queries=350K; (g)MSE=20,Queries=150K;

(h)MSE=20,Queries=250K; (i)MSE=20,Queries=350K; (j)MSE=25,Queries=150K; (k)MSE=25,Queries=250K; (I)MSE=25,Queries=350K

CONCLUSION

This paper presents an innovative hard-label black-box adversarial example generation algorithm VDA for
video models. This fills a research gap in hard-label black-box adversarial example generation targeting
video models. Experimental results demonstrate that under equivalent conditions, VDA achieves nearly
6-fold success rate improvement in adversarial example generation effectiveness compared to the algorithm
based on original Monte Carlo. The high efficiency of the proposed VDA algorithm highlights the potential
security risks of current video recognition models, serving as a critical reference for developing more robust

visual analysis systems in complex industrial environments, such as automated textile manufacturing.
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