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ABSTRACT
To support the digital operation and intelligent management of modern textile manufacturing systems, this paper

designs and implements a web-based Linux monitoring platform oriented toward textile production environments. In
large-scale textile enterprises, production management, quality control, and equipment coordination rely heavily on
distributed server infrastructures that support textile machinery clusters and manufacturing information systems.
Inefficient monitoring and delayed fault response in such environments can directly affect production stability and
product quality.

The proposed platform integrates textile-oriented monitoring requirements with Linux server management
technologies. It employs HTML5 and JavaScript to construct an interactive monitoring interface and adopts the
WebSocket protocol to enable event-driven, low-latency data transmission for textile production support systems. A
dual back-end architecture based on Django and Spring5 is implemented to manage system resources, monitor service
status, and support alarm mechanisms under multi-node textile production workloads.

The platform enables real-time observation of server performance indicators associated with textile manufacturing
systems, including resource utilization, service availability, and abnormal event detection. Experimental evaluation
under simulated textile production monitoring scenarios demonstrates that the proposed solution improves monitoring
responsiveness, reduces alarm latency, and enhances operational efficiency compared with traditional polling-based

approaches.

The results indicate that the proposed platform provides an effective monitoring and management solution for textile
production information systems and offers practical support for the digital transformation of textile manufacturing

enterprises.
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INTRODUCTION

Against the backdrop of accelerating digital transformation in the global manufacturing sector, traditional
labor-intensive industries such as textiles are undergoing structural changes driven by information
technology and data-centric management paradigms. Concepts including industrial digitalization, digital
industrialization, and Industry 4.0 emphasize the integration of information systems into manufacturing
processes to improve operational efficiency, resource utilization, and management transparency [1-3].
Within this context, textile enterprises are increasingly required to enhance their information infrastructure
in order to remain competitive under conditions of rising labor costs, diversified customer demand, and
intensified market competition [4—6].

Digital transformation in textile manufacturing is commonly reflected in the deployment of automated
production equipment, intelligent sensing technologies, and data-driven enterprise management systems.
As the core infrastructure supporting these systems, Linux servers play a critical role in hosting production
management platforms, quality monitoring systems, and enterprise information services. With the
expansion of system scale and functional complexity, server workloads and interdependencies within
textile enterprises continue to increase. Consequently, the stability, responsiveness, and manageability of
Linux-based server environments have a direct impact on the reliability of digital production and
management systems [7,8].

Traditional server monitoring approaches, which are often based on manual inspection or low-frequency
polling mechanisms, face limitations when applied to multi-node and heterogeneous enterprise
environments. Such methods may suffer from delayed status updates, limited system visibility, and
inefficient fault response, particularly when monitoring large numbers of servers and services
simultaneously [9,10]. In addition, many existing monitoring solutions primarily focus on basic performance
indicators and provide limited interactive visualization or flexible management capabilities, which
constrains their applicability in complex industrial IT scenarios that demand timely situational awareness
and efficient operational decision-making.

To address these challenges, this study focuses on the design and implementation of a web-based Linux
server monitoring platform tailored for industrial IT environments in textile enterprises. The proposed
platform emphasizes event-driven data acquisition and visualization rather than hard real-time industrial
control. By adopting the WebSocket protocol, which supports persistent, full-duplex communication

between clients and servers, the platform enables timely delivery of monitoring data and system status
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updates compared with traditional request-response or polling-based architectures [11,12]. This
communication mechanism improves monitoring responsiveness while maintaining compatibility with
web-based management interfaces.

On the back end, the platform integrates a dual-framework architecture based on Django and Spring5 to
balance development flexibility, scalability, and data processing efficiency. Django is responsible for system
management functions, user access control, and data aggregation, while Spring5 supports concurrent data
processing and monitoring-related analysis tasks. This modular design supports extensibility and practical
deployment in enterprise-level server environments without introducing unnecessary system complexity.
Overall, the proposed platform aims to improve monitoring responsiveness, system visibility, and
operational efficiency for Linux-based infrastructures in textile enterprises, thereby supporting the broader

digital transformation of industrial information systems.

REQUIREMENT ANALYSIS

User Requirement Analysis

To meet the operational and management needs of textile enterprises, the monitoring platform should not
only support general Linux server management functions but also adapt to the characteristics of industrial
IT environments, where multiple servers, application systems, and device-related data sources coexist. In
such environments, servers are often deployed in a distributed manner to support production management
systems, quality inspection platforms, logistics coordination, and data analysis services, which increases the

complexity of monitoring and operation.

Real-Time Status Monitoring and Visualization

The platform should support continuous collection of key operational indicators related to servers and
associated application systems, such as CPU utilization, memory usage, disk 1/O, network traffic, and service
status. These indicators should be visualized dynamically through dashboards and trend charts, enabling
operators to observe system behavior over time, compare data across multiple nodes, and identify
abnormal conditions at an early stage. Compared with traditional low-frequency polling mechanisms,
timely monitoring updates are essential for reducing fault detection latency and improving operational

awareness.

Multi-Node Coordination and Unified Management

Textile enterprises typically deploy multiple servers to support different business functions. The monitoring
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platform should provide unified management across distributed nodes, allowing centralized observation of
system status, configuration consistency checking, and resource utilization analysis. Such coordination
helps operation and maintenance personnel manage heterogeneous server environments efficiently and

reduces the risk of configuration errors and resource imbalance.

Fault Warning and Maintenance Support

By integrating monitoring data from servers and related subsystems, the platform should support abnormal
event detection and early warning mechanisms based on predefined thresholds or rules. Detected
anomalies can be linked to maintenance workflows, assisting operation and maintenance personnel in
locating potential issues, recording maintenance history, and scheduling follow-up actions. This approach
supports proactive operation and maintenance and helps reduce unplanned downtime in enterprise

systems.

Security and Compliance Management

To satisfy enterprise-level data security and compliance requirements, the platform should support
encrypted data storage, role-based access control, and hierarchical permission management. Different user
roles, such as operators, maintenance personnel, and administrators, should be clearly defined to ensure

that system access and operations comply with organizational security policies and industry regulations.

Technical Analysis

Front-End Service

The front-end interface is developed using web technologies such as HTML5, CSS3, and JavaScript to
provide an interactive and user-friendly monitoring interface [13]. JavaScript enables dynamic data updates
and responsive user interactions, while HTML5 provides a structured layout for presenting monitoring
information. When server performance data or system status changes, the front-end interface updates
charts and indicators dynamically, allowing operators to observe system behavior and trends in a timely

manner. The front-end interaction workflow is illustrated in Figure 1.
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Figure 1. Front-end Interaction Operation Flowchart

To support timely and efficient data delivery, the platform employs the WebSocket protocol to establish
persistent connections between the client and the server [14]. Unlike traditional polling-based approaches,
WebSocket enables event-driven data transmission, allowing monitoring updates, system logs, and status
changes to be pushed to the front end as they occur. This mechanism reduces unnecessary network
overhead and improves responsiveness in multi-node monitoring scenarios. The WebSocket event handling

process is shown in Figure 2.
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Figure 2. WebSocket Event Flowchart

Back-End Service

The back-end services are implemented using the Django framework, which provides stable and reliable
support for system management functions such as data aggregation, configuration management, and user
access control in enterprise environments [15]. Django serves as the primary coordination layer, handling
request routing, permission management, and integration with data storage services.

To support concurrent data processing and analysis tasks, the platform integrates the Spring5 framework as
a complementary back-end component. Spring5 is responsible for executing computationally intensive
monitoring-related tasks, including statistical analysis of collected metrics and generation of system status
evaluations and warning information. By separating coordination logic and data processing logic, the
platform improves modularity and scalability.

The two frameworks interact through HTTP-based APIs using structured data formats, enabling flexible
integration while maintaining clear functional boundaries. This dual-framework design supports system
extensibility and facilitates future upgrades or replacement of individual components without affecting the

overall architecture.
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The platform utilizes a MySQL database to store monitoring data, configuration information, and user
management records. Stored data include server performance indicators, system logs, permission settings,
and monitoring thresholds. The database supports historical data analysis, visualization, and system
configuration management, contributing to the reliability and maintainability of the monitoring platform

[16]. The overall data service management structure is illustrated in Figure 3.
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Figure 3. Data Service Management Diagram
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Platform Design

Design of the System’s Transmission Architecture

The proposed platform adopts a distributed monitoring architecture composed of multiple autonomous
Linux monitoring systems (System1, System2, and System3). Each system independently collects and
manages local operating system information and service status, while supporting centralized monitoring
through a web-based interface. Communication between the web interface and each monitoring system is
primarily achieved using the WebSocket protocol, which enables timely transmission of monitoring data
and status updates. Secure Shell (SSH) is employed as a supplementary channel for remote system
management, command execution, and secure data access, with strict authentication and permission
control mechanisms in place [17].

The web interface establishes persistent WebSocket connections with the monitoring systems to receive
real-time updates on system status, performance indicators, and service conditions. This bidirectional
communication mechanism allows users to interact with the monitoring platform efficiently without relying
on frequent polling requests. Data exchanged between the front end and the back end are serialized using
structured formats, ensuring compatibility and extensibility of the platform.

SSH communication is utilized to support remote administration tasks such as information collection,
configuration management, and log retrieval. The SSH-based interactions are restricted to authorized users
and are designed to complement the WebSocket-based monitoring mechanism rather than to support
real-time control functions [18]. This separation of monitoring and management responsibilities enhances
system security and operational stability.

The platform continuously collects key kernel-level metrics, including CPU usage, memory utilization,
network interface status, and file system information. In addition, the operational status of essential
services, such as sshd, Docker, Kubernetes, and system logging services, is monitored to support early
detection of abnormal conditions. The modular design of the platform facilitates scalability and allows
additional monitoring nodes or functional modules to be integrated as system requirements evolve [19].

The overall system transmission architecture is illustrated in Figure 4.
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Figure 4. Overall system transmission architecture of the monitoring platform

Design of the Network and Its Interfaces

The platform provides two primary access methods for users: a web-based application interface and an SSH
terminal interface. Through the web application, users connect to the monitoring platform via designated
network ports, and interactive sessions are established using WebSocket-based communication
mechanisms. This approach enables efficient delivery of monitoring information and responsive user
interaction.

For advanced system management and maintenance operations, users can access the platform through an
SSH terminal. In this mode, secure connections are established using standard SSH protocols, allowing

authorized users to execute system commands and utilize command-line tools [20]. The application

interface interacts with core system components and services through standardized system APIs, including
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the kernel, system management services, logging facilities, container management components, and

storage subsystems. The network and interface design is shown in Figure 5.
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Figure 5. Network and interface design of the monitoring platform

Design of the Interface

Real-Time Performance Indicators

The platform provides real-time visualization of key system performance indicators, such as CPU utilization,
memory usage, network traffic, and disk 1/O. These indicators enable users to identify performance
bottlenecks and abnormal system behavior promptly, thereby supporting efficient operation and

maintenance activities [21]. The structure of the performance monitoring interface is shown in Figure 6.
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Figure 6. Example of the system performance monitoring interface

Visualization and Interactivity

To enhance usability and operational efficiency, the monitoring interface adopts a clear and modular design
that emphasizes key information while avoiding unnecessary complexity [22]. Dynamic data updates allow
users to observe system status changes continuously, while interactive visualization components—such as
line charts, bar charts, and summary panels—support data exploration and comparative analysis.

Additional interactive features, including filtering, searching, customizable views, and configurable alert
notifications, enable flexible management of monitoring data. Users can personalize interface layouts and
monitoring perspectives to suit different operational scenarios, facilitating efficient decision-making and

system supervision across diverse application contexts.
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FUNCTIONAL DESIGN

System Monitoring

Key metrics, including CPU utilization, memory usage, disk I/0, and network traffic, can be monitored
continuously to support timely diagnosis of performance bottlenecks and abnormal behavior. For example,

the load of each CPU core can be displayed to assist in locating CPU-intensive services.

User Management

The platform supports user account management, including creating, deleting, and updating user
permissions. It also enables the assignment of specific file and directory access rights according to

operational requirements and security policies.

Network Configuration

The platform provides a centralized view of network interfaces on the server, including Ethernet and
wireless interfaces. For each interface, information such as interface name, MAC address, connection status,
and assigned IP address can be viewed and managed [23]. In addition, virtual network interfaces can be

created and configured when needed (e.g., for traffic isolation or service-level separation).

Storage Management

Users can visualize disk partition layouts, including partition size, file system type, and mount point
information. The platform supports basic storage operations such as creating partitions (e.g., after adding
new disks) and resizing partitions where applicable, while maintaining data safety constraints. Storage
usage can be monitored continuously, including used space, free space, and utilization rate, enabling

proactive capacity planning and avoiding service disruptions caused by insufficient storage [24].

Automated Operation and Maintenance

The platform supports rule-based automation of routine maintenance tasks, such as periodic update checks,
scheduled backup execution, and automated service start/stop policies. Automation reduces repetitive

manual work and improves operational efficiency.

Service Control

The platform provides service status monitoring and configuration management, as well as basic lifecycle
operations such as startup/shutdown control, resource observation, and log viewing. The service

management workflow is illustrated in Figure 7.
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Figure 7. Functional structure of service management within the monitoring platform

TESTING OF SYSTEM

To evaluate the platform under scalable and repeatable conditions, a simulation-based test environment
was constructed to emulate an enterprise-level multi-node server monitoring scenario. A cluster of 40
simulated nodes was deployed and organized into four groups of 10 nodes to represent heterogeneous
server roles and workload patterns (e.g., database-like load, web-service load, batch-processing load, and
mixed load). This configuration reflects typical multi-server deployments in industrial IT environments and
enables controlled stress testing.

During stress testing, each node generated monitoring events (e.g., threshold crossings of CPU, memory,
disk, or network indicators) and transmitted monitoring records to the platform at a sustained rate. Unless
otherwise specified, each monitoring record used a fixed payload size (512 bytes) to ensure consistent
measurement. All experiments were repeated three times under the same configuration to verify stability

and repeatability of results.

Functional Testing

Functional testing was conducted to verify that core modules—system monitoring, user management,
network configuration, storage management, and service control—operate correctly under both normal
and stressed conditions. Stress scenarios included high CPU utilization, memory pressure, and intensified

I/0 to emulate typical overload states in enterprise server environments.
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For alarm responsiveness evaluation, an “abnormal event” was defined as a monitored metric crossing a
predefined threshold. The alarm delay was measured as the elapsed time from the moment the threshold
was detected at the back end to the time the corresponding alarm was rendered on the web interface.
Results indicate that the proposed platform maintained a stable alarm delay of approximately 300 ms,
representing a substantial reduction compared with a traditional polling-based baseline (average
approximately 1.8 s). These measurements were obtained using platform logs and timestamped event
records. The fault warning delay comparison is shown in Figure 8.

In addition, the user management module was tested for permission update correctness and auditability.
Permission modifications were validated using database transaction logs and audit trails to ensure

consistency and traceability.
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Figure 8. Evaluation of abnormal event alarm latency under simulated load conditions

Performance Testing

Performance testing focused on verifying platform stability and resource consumption under different
workload and network conditions [25]. Tests were conducted on a server environment running Ubuntu
20.04 with an Intel i5-7200 (2.50 GHz) CPU and 16 GB RAM. Monitoring dashboards were accessed
continuously while the platform processed incoming monitoring data streams and alarm events.

Resource utilization measurements (CPU, memory, disk 1/0, and network traffic) were collected during
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sustained operation and under stress loads. The results demonstrate that the platform remained stable

without abnormal resource spikes under the tested configurations. Representative monitoring charts are

shown in Figure 9 and Figure 10.
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Figure 9. System performance indicators measured under network-connected conditions
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Figure 10. System performance indicators measured under isolated (no-network) conditions
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Response Time

To evaluate user-perceived responsiveness of the monitoring dashboard, response time was measured
from the moment a monitoring update was generated by the back end to the moment the updated values
and charts were fully rendered on the web interface. Experiments were performed under a controlled
network environment (latency < 1 ms, bandwidth 1 Gbps) using the same hardware configuration described
above. JMeter was used to simulate concurrent dashboard requests, and for each load level, 100
consecutive requests were sampled.

The proposed platform consistently achieved lower dashboard response time compared with the
polling-based baseline across repeated trials. The comparison results are shown in Figure 11. Summary
statistics of response time are shown in Figure 12, where the average response time of the polling-based
baseline was approximately 137 ms, while the proposed platform achieved approximately 50 ms under the
same test setting.

A statistical significance test was conducted on the collected samples to verify that the observed difference
was not due to random variation. Results indicate that the reduction in response time is statistically
significant (p < 0.001). These findings demonstrate that the WebSocket-based event-driven update

mechanism improves dashboard responsiveness under concurrent access.
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Figure 11. Comparison of system response time under different monitoring architectures
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Django-Spring5 Cross-Framework Communication Latency Testing

To evaluate the performance of the dual-framework architecture, cross-framework communication latency
between Django and Spring5 was tested using an HTTP API (JSON). A total of 10,000 requests were
generated via JMeter, and the end-to-end latency from request submission to response reception was
recorded. Nginx was configured as a reverse proxy to improve connection stability and support concurrent
request handling.

The experiment observed an average cross-framework response latency of approximately 7.5 ms under the
tested configuration, indicating that the modular architecture introduces limited overhead and remains

suitable for real-time monitoring data processing tasks in enterprise environments.

Textile Machinery Vibration Data Analysis Throughput Testing

To evaluate the effectiveness of data preprocessing and transmission optimization, comparative
experiments were conducted under the same simulated multi-node monitoring workload. A data
aggregation and compression strategy was applied to reduce redundant transmissions and to improve the
efficiency of front-end data rendering.

Experimental results show that network bandwidth consumption was reduced from approximately 15.2
MB/s in the unoptimized configuration to 0.68 MB/s after optimization. In terms of visualization

performance, the dashboard rendering frame rate increased from 8 fps to 48 fps, indicating more stable
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and responsive front-end updates. In addition, the algorithmic anomaly detection latency, defined as the
time between aggregated data arrival and abnormal event labeling by the back-end analysis module,
decreased from 320 ms to 105 ms, reflecting improved processing efficiency. The comparative results are

summarized in Table 1.

Table 1. Performance Optimization Comparative Results

. Baseline (Without Optimized (With Edge
Performance Indicator . . Improvement
Aggregation) Aggregation)
Network bandwidth usage 15.2 MB/s 0.68 MB/s 95.5% reduction
Aggregated data refresh > 1,000 ms <200 ms Significant reduction
latency (event-to-Ul)
Browser Ul frame rate Stabilized near
(Chrome) 8 fps 48 fps display refresh rate
Algorithmic anomaly 320 ms 105 ms 67.2% reduction

detection latency

Note: All measurements were obtained under identical experimental conditions. Network bandwidth values

represent average sustained throughput during continuous monitoring.

Future work will explore extending the monitoring platform to integrate with additional industrial data sources
and edge computing capabilities. Potential directions include lightweight sensor integration for collecting
device-related operational signals and deploying edge-side preprocessing for bandwidth reduction and faster
anomaly detection in complex workshop environments.

In addition, multi-protocol gateways may be investigated to improve interoperability with heterogeneous
equipment and legacy systems. Advanced analytics methods (e.g., signal processing and filtering techniques)
could be integrated to enhance anomaly detection accuracy and support predictive maintenance applications.
These directions represent potential extensions and are not part of the validated implementation presented in

this paper. The technology roadmap is shown in Figure 13.
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Figure 13. Technology Roadmap for IoT and Edge Computing Integration

Analysis of Economic Benefits

To provide a preliminary view of potential economic value, an estimated cost-benefit analysis was
conducted based on a pilot-like operational scenario. The platform may reduce routine operation and
maintenance workload through centralized monitoring, automation functions, and faster alarm response,
which can translate into lower labor costs and reduced downtime risk. Improvements in resource visibility
and utilization may also support more efficient capacity planning, potentially reducing unnecessary
hardware expansion.

The economic figures shown in Figure 14 are provided as illustrative estimates for reference and should not
be interpreted as statistically validated results across a broad population of enterprises. Future work will

incorporate longer-term deployment data and clearer baselines to strengthen the economic evaluation.
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Figure 14. Analysis of economic benefits after platform deployment

CONCLUDING REMARKS

This paper presents a web-based Linux server monitoring platform tailored for industrial IT environments in
textile enterprises, addressing challenges such as low monitoring responsiveness and the operational
complexity of traditional server management approaches. The platform adopts HTML5/JavaScript and
WebSocket on the front end to enable event-driven updates and interactive visualization, while the back
end integrates Django and Spring5 to support scalable data processing, user management, and modular
system services.

Experimental results demonstrate that the proposed platform improves dashboard response time and
alarm responsiveness compared with polling-based baselines, while maintaining stable resource utilization
under stress conditions. The platform also provides practical functions for system monitoring, access
control, network and storage management, automated operation and maintenance, and service control,
indicating strong applicability for enterprise-level operation and maintenance workflows.

Overall, the proposed design offers an extensible solution for digital operation and maintenance of
Linux-based infrastructure. The architecture and implementation experience may be adapted to other
industrial and enterprise IT monitoring scenarios with similar requirements.

In future work, the platform can be further extended in two key directions. First, a modular and

microservice-oriented architecture can be adopted to improve maintainability, scalability, and independent
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deployment of functional components. Second, loT and edge computing technologies can be explored to
integrate additional data sources from industrial environments, where edge nodes may perform
lightweight preprocessing (e.g., filtering, aggregation, and compression) to reduce bandwidth consumption

and improve monitoring responsiveness.

In addition, the monitoring network can be expanded to support broader production-site visibility, and
data-driven methods can be introduced to enhance operational intelligence. For example, machine learning
techniques may be used for anomaly detection, capacity forecasting, and early warning of infrastructure or
service failures, thereby supporting proactive operation and maintenance. These extensions represent
potential research and engineering directions and will be validated in future deployments to further

support the digital transformation of textile enterprises and other manufacturing industries.
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